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The following ISO/IEC 27000-series information security standards (the “ISO27k standard”) are either published or being developed:

Standard

Published

Title

Notes

ISO/IEC 27000

2016

Information security management
systems - Overview and vocabulary

Overview/introduction to the ISO27k standards as a
whole plus the specialist vocabulary; FREE!

ISO/IEC 27001

2013

Information security management
systems — Requirements

Formally specifies an ISMS against which thousands of
organizations have been certified compliant

ISO/IEC 27002

2013

Code of practice for information security
controls

A reasonably comprehensive suite of information
security control objectives and generally-accepted
good practice security controls

ISO/IEC 27003

2010

Information security management system
implementation guidance

Basic advice on implementing ISO27k – new improved
version due ‘soon’

ISO/IEC 27004

2016

Information security management ―
Measurement

Much improved second version out now, highly
recommended

ISO/IEC 27005

2011

Information security risk management

Discusses risk management principles without
specifying particular methods. Being updated to
reflect 2013 versions of 27001 and 27002.
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ISO/IEC 27006

2015

Requirements for bodies providing audit
and certification of information security
management systems

Formal guidance for the certification bodies

ISO/IEC 27007

2011

Guidelines for information security
management systems auditing

Auditing the management system elements of the
ISMS

ISO/IEC TR
27008

2011

Guidelines for auditors on information
security management systems controls

Auditing the information security elements of the ISMS

ISO/IEC 27009

2016

Sector-specific application of ISO/IEC
27001 - requirements

Guidance for those developing new ISO27k standards

2015

Information security management for
inter-sector and inter-organisational
communications

Sharing information on information security between
industry sectors and/or nations, particularly those
affecting “critical infrastructure”

ISO/IEC 27011

2016

Information security management
guidelines for telecommunications
organizations based on ISO/IEC 27002

Information security controls for the telecoms
industry; also called “ITU-T Recommendation x.1051”

ISO/IEC 27013

2015

Guidance on the integrated
implementation of ISO/IEC 27001 and
ISO/IEC 20000-1

Combining ISO27k/ISMS with IT Service
Management/ITIL

ISO/IEC 27014

2013

Governance of information security

Governance in the context of information security; will
also be called “ITU-T Recommendation X.1054”

ISO/IEC 27015

2012

Information security management
guidelines for financial services

Applying ISO27k in the finance industry

ISO/IEC TR
27016

2014

Information security management –
Organizational economics

Economic theory applied to information security

ISO/IEC 27010
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2015

Code of practice for information security
controls for cloud computing services
based on ISO/IEC 27002

Information security controls for cloud computing

2014

Code of practice for controls to protect
personally identifiable information
processed in public cloud computing
services

Privacy controls for cloud computing

ISO/IEC TR
27019

2013

Information security management
guidelines based on ISO/IEC 27002 for
process control systems specific to the
energy industry

Information security for ICS/SCADA/embedded
systems (not just used in the energy industry!)

ISO/IEC 27021

DRAFT

Competence requirements for
information security management
professionals

Guidance on the skills and knowledge necessary to
work in this field

ISO/IEC 27023

2015

Mapping the Revised Editions of ISO/IEC
27001 and ISO/IEC 27002

Belated advice for those updating their ISMSs from the
2005 to 2013 versions

ISO/IEC 27031

2011

Guidelines for information and
communications technology readiness for
business continuity

Continuity (i.e. resilience, incident management and
disaster recovery) for ICT, supporting general business
continuity

ISO/IEC 27032

2012

Guidelines for cybersecurity

Ignore the title: this standard concerns Internet
security

ISO/IEC 27017

ISO/IEC 27018
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ISO/IEC 27033

ISO/IEC 27034

Published

Title

-1 2015

Network security overview and concepts

-2 2012

Guidelines for the design and
implementation of network security

-3 2010

Reference networking scenarios - threats,
design techniques and control issues

-4 2014

Securing communications between
networks using security gateways

-5 2013

Securing communications across networks
using Virtual Private Networks (VPNs)

-6 2016

Securing wireless IP network access

-1 2011

Application security — Overview and
concepts

-2 2015

Organization normative framework

-3 DRAFT

Application security management process

-4 DRAFT

Application security validation

-5 DRAFT

Protocols and application security control
data structure

-6 2016

Case studies

-7 DRAFT

Application security assurance prediction
framework
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Various aspects of network security, updating and
replacing ISO/IEC 18028

Multi-part application security standard
Promotes the concept of a reusable library of
information security control functions, formally
specified, designed and tested
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ISO/IEC 27035

2016

Information security incident
management

Replaced ISO TR 18044; now being split into three
parts

-1 2014

Information security for supplier
relationships – Overview and concepts
(FREE!)

-2 2014

Common requirements

-3 2013

Guidelines for ICT supply chain security

-4 2016

Guidelines for security of cloud services

ISO/IEC 27037

2012

Guidelines for identification, collection,
acquisition, and preservation of digital
evidence

First of several IT forensics standards

ISO/IEC 27038

2014

Specification for digital redaction

Redaction of digital documents

ISO/IEC 27039

2015

Selection, deployment and operations of
intrusion detection and prevention
systems (IDPS)

IDS/IPS

ISO/IEC 27040

2015

Storage security

IT security for stored data

ISO/IEC 27041

2015

Guidelines on assuring suitability and
adequacy of incident investigative
methods

Assurance of the integrity of forensic evidence is
absolutely vital

ISO/IEC 27042

2015

Guidelines for the analysis and
interpretation of digital evidence

IT forensics analytical methods

ISO/IEC 27036
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ISO/IEC 27043

2015

Incident investigation principles and
processes

The basic principles of eForensics

-1 2016

Electronic discovery – overview and
concepts

More eForensics advice, in 3+ parts (a 4th is likely)

-2 DRAFT

Guidance for governance and
management of electronic discovery

Advice on treating the risks relating to eForensics

-3 DRAFT

Code of practice for electronic discovery

A how-to-do-it guide

2016

Health informatics — Information security
management in health using ISO/IEC
27002

Information security advice for the healthcare industry

ISO/IEC 27050

ISO 27799

Note
The official titles of all the ISO27k standards (apart from ISO 27799 “Health informatics”) start with “Information technology — Security
techniques —” which is derived from the name of ISO/IEC JTC1/SC27, the committee responsible for the standards. However this is a
misnomer since, in reality, the ISO27k standards concern information security rather than IT security. There’s more to it than securing
computer systems, networks and data!
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